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1			 Introduction
Wireless communication in tough and demanding applications is nothing new. Wireless has been 
around for more than 40 years using proprietary radios. However, with the modernization of industrial 
networks and the emergence of different Ethernet protocols and the Industrial Internet of Things, there 
has been an increasing demand for standardized wireless technologies.

In the last few years, standards like Wi-Fi (IEEE 802.11), Bluetooth technology (IEEE 802.15.1), and 
Zigbee have become the dominant wireless technologies

This whitepaper compares the different wireless technologies available so you can find the solution 
that fits your application the best.

This paper focuses on “short range” radio communication, meaning typical transmission distances from 
a few centimeters up to about 400 meters. 

That also means that the paper ignores Wide Area Network (WAN) and Low Power Wide Area Network 
(LPWAN) solutions like operator based cellular networks (e.g. 2G, 3G, LTE 4G, NB-IoT, CAT-M1 and 5G 
NR) as well as private initiative WAN solutions (e.g.  Sigfox and LoRA).

Happy reading,

Martin	Falkman, Product Manager Wireless, HMS Networks AB, August 2020

1.1		 Why	use	wireless	technology	instead	of	traditional	cabling?

 • Enabling mobility and freedom of movement

 • Bypassing long distances and applications where cables are an issue

 • Eliminating expensive and maintenance-heavy cabling

 • Fast and easy installing and commissioning

 • High flexibility when modifying an installation

 • Increasing personal safety in hazardous or sealed-off areas (for instance, when needing to climb  
  a crane) by offering a control possibility from a further distance than can be the case with a cable

 • Easy integrating of devices into a network

 • Offering flexible Human Interface Devices (HID)

Wireless technologies for industrial communication
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2  Summary: Which wireless technology is the best choice?

One wireless technology cannot offer all the features and strengths needed to fit the various 
application requirements.  Standardized wireless technologies, including Wi-Fi, Classic Bluetooth 
and Bluetooth Low Energy, 802.15.4 as well as many proprietary technologies, all cater for different 
requirements. These could either be high data throughput, robustness or low power.

Wi-Fi is often used for production planning and data acquisition as well as applications where rapid 
roaming is required. Bluetooth is generally used for Human Machine Interfaces (HMI), programming, 
service/maintenance and process control tasks. 

During the last few years, other technologies like Bluetooth Low Energy have become increasingly used 
for sensors, actuators and other small devices that need to be interconnected. The list below contains 
recommendations from HMS based on several years of field practice within industrial wireless data 
communication.

Wireless technologies for industrial communication

Use Wi-Fi if:

a)	 Larger	file	transfers	are	expected. 
 - this is because of the real-life accessible  
 net bandwidth, for Wi-Fi is around or more  
 than 20 MBit/s and for Bluetooth classic  
 about 700-800 KBit/s. 

b) Higher data throughput speed is necessary. 
 - again, this is because of the accessible  
 net speed, see a) above.

c) Wi-Fi frequency planning is possible, i.e.  
 it is possible to choose a channel where  
 there is no disturbance from other radio  
	 emitting	devices. 
 - this is because Wi-Fi does not actively  
 monitor disturbance and change channels  
 on the fly. 

 - Wi-Fi uses broad spectrum channels  
 of 20 or 40 or sometimes even 80 Mhz  
 channel width. Broad spectrum channels  
 means the communication occupies a  
 wider frequency spectrum, thus the  
 listener listens to a broader frequency  
 spectrum which potentially contains more  
 disturbances.  

Use Bluetooth if:

a) The wireless link has products of the  
 same brand/supplier at both ends. 
 - this is simply because tools/drivers/GUI’s/  
 etc. for configuration  of and communication  
 with Bluetooth can be incompatible and  
 have a different look and feel for the user.  
 This can lead to problems in the field where  
 it becomes difficult or sometimes impossible  
 to get a link working if the devices are  
 from different manufacturers. The  
 recommendation is based on true life  
 experiences but will hopefully get solved  
 with time as the technology matures and  
 vendors share accepted ways of working.  

b) The data throughput speed required is at  
 the lower end. 
 - this is because Bluetooth classic offers  
 a typical throughput of 800 kbit/s when  
 transporting TCP/IP data. It is fully ok  
 for many applications but is too little for  
 more demanding applications like e.g video  
 streaming.  
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3 Bluetooth

3.1 Classic Bluetooth Technology

Bluetooth technology (IEEE 802.15.1) is well-suited for wireless integration of automation devices in 
serial, fieldbus and Ethernet networks. Bluetooth technology is especially suitable for devices with high 
demands on small footprint, low power consumption and cost-efficiency.

Use Wi-Fi if:

c) Wi-Fi frequency planning is possible  
	 (continued) 
 - because other nearby Wi-Fi networks  
 on the same or nearby channels will affect  
 performance negatively if it is not  
 considered when configuring the network. 

 - because Wi-Fi 2.4 GHz uses  
 overlapping channels. The result is that  
 only channels 1, 6 and 11 are “alone” in  
 the frequency spectrum. If other channels  
 are used in nearby networks they will  
 actually destroy communication for  
 each other since the Access Points and  
 Clients (Stations) cannot use CSMA/CA  
 which basically means “Listen Before Talk”,  
 resulting in lots of re-transmissions and  
 lowered network performance. 

d)	 Radio	communication	between	devices	of	 
	 different	brand	is	needed,	e.g.	to	tablet/ 
 PC/ phone or Wi-Fi infrastructure. 
 - because drivers, configuration tools in  
 PCs, smart phones, tablets and devices  
 are widely used and hardened by time.  
 They simply work well in the field when  
 connected to each other.

Use Bluetooth if:

c)	 I/O	cycle	time	of	32ms	or	higher	is		
 acceptable. 
 - this is because of the same throughput  
 limitations as described in b) above. 

d) A robust and reliable link without  
	 interruptions	is	important	e.g.	in	an	 
 industrial environment with lots of  
 interference. 
 - this is because of the robust nature of  
 the Bluetooth radio communication. The  
 main reasons for this is the AFH (Adaptive  
 Frequency Hopping), the narrow band  
 channels (1 MHz wide) and the good  
 coexistence properties with other radio  
 communication. 
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3.2 Bluetooth Technology Facts

 • Range of a few centimeters up to more than 400 meters with a long-range module.

 • Cyclic and fast transmission of smaller data packages.

 • Data throughput maximum of 780 kbit/s gross (up to ~700 kbit/s net). With Bluetooth v4.0+EDR  
  (Enhanced Data Rate), the data throughput is 2.1 Mbit/s gross (~1.5 Mbit/s net).

 • Latency of 10-15 ms.

 • Security features with 128-bit encryption that offers protection against data eavesdropping.

 • High system density where several wireless devices can be connected in the same radio  
  environment and operate flawlessly.

 • Robust features like Adaptive Frequency Hopping (AFH), Forward Error Correction (FEC), narrow  
  frequency channels, and low sensitivity to reflections /multi-pathing.

 • High availability in consumer products (phones, tablets, laptops etc.).

3.3  Bluetooth Low Energy 

Bluetooth Low Energy was introduced in 2011 and has been a hot topic ever since. The technology has 
some important limitations as well as benefits and is quite different from Classic Bluetooth technology:

 • Bluetooth low energy technology is ideal for episodic or periodic transfer of small amounts of  
  data.

 • In a Bluetooth application where streaming data is used, Classic Bluetooth technology is the  
  preferred choice as it achieves substantially greater throughput than Bluetooth low energy  
  technology.

 • High availability in consumer products like smart phones and tablets.

 • Bluetooth Low Energy availability on the industrial scene is in many different areas. Maybe the  
  leading application is high IP-class and homogenous molded battery powered sensors  
  (temperature, pressure, vibration, acceleration, etc.) where the sensor is simply exchanged after  
  2-3 years when the battery has ran out. 

Wireless technologies for industrial communication
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3.4 Comparison: Classic Bluetooth vs. Bluetooth Low Energy

	 3.4.1	Power	consumption	

 Since a Bluetooth Low Energy device is in sleep mode most of the time – the maximum/peak power  
 consumption is only 15 mA and the average power consumption is only about 1 uA.

	 3.4.2	Connection	set-up	times	

 When using Bluetooth Low Energy the device is woken when communication is initiated,  
 transmission is then usually done in a few milliseconds after which the device goes back to sleep- 
 mode.

 3.4.3 Robustness 

 Many features of Classic Bluetooth technology are inherited in Bluetooth Low Energy technology  
 including Adaptive Frequency Hopping (AFH) as well as part of the Logical Link Control and   
 Adaptation Protocol (L2CAP) interface.

 3.4.4 Throughput 

 Data transfer rates with Classic Bluetooth technology using Enhanced Data Rate (Bluetooth v2.1  
 + EDR) can exceed 2 Mbps (actual payload), but practical transfer rates for Bluetooth Low Energy  
 technology are below 100 kbps (actual payload of roughly 1/20).

 3.4.5 Number of nodes 

 Just as with Classic Bluetooth technology, Bluetooth Low Energy technology is based on a master  
 connected to several slaves. However, in Bluetooth Low Energy, the number of slaves can be a lot  
 more, up to several hundred by using the method of Connect-Communicate-Disconnect. 

	 3.4.6	Advertising	

 The “Advertising“ functionality of Bluetooth Low Energy technology makes it possible for adevice  
 to announce that it has something to transmit to other devices that are “scanning.“ “Advertising“  
 messages can also include an event or a measurement value.

	 3.4.7	Software	structure	

 In Bluetooth Low Energy technology, all parameters have a state that is accessed using the Attribute  
 Protocol. Attributes are represented as characteristics that describe signal value, presentation  
 format, client configuration, etc.

Wireless technologies for industrial communication
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3.4.8 Comparison chart

Wireless technologies for industrial communication

Data payload throughput (net) 1,5 Mbps ~100 kbps

Robustness Very good Very good

Range 400 m 250 m

Local system density Very good Excellent

Large scale network Poor Very good

Low latency Good Poor

Connection set-up speed Poor Very good

Power consumption Very good Excellent

Cost Very good Excellent

 Classic Bluetooth Bluetooth Low 
 technology Energy  technology

4 Wi-Fi (Wireless LAN) 

Wi-Fi or Wireless LAN (IEEE 802.11) is well-suited for monitoring, configuring and data acquisition, 
but can also be used for time-critical control in the same applications. Furthermore, the built-in 
roaming functionality is useful in factory automation applications with moving devices. 

In 2018 the Wi-Fi Alliance published a new complementary and more user-friendly naming scheme 
for the different 802.11 standards. Instead of the 802.11 designations with different 1-2 letter 
suffixes, a simple number was added after the Wi-Fi name. In the same process the usage of the 
word Wi-Fi became free and un-licensed. 

The chart scale is: Very poor - Poor - Good - Very good - Excellent
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4.1	 Wi-Fi	evolution

These are the most well-known and common Wi-Fi standards and all of them became de facto 
standards in the world at the time of availability. The latest standard Wi-Fi 6 is just being rolled out at 
the time of writing. With that being said there are numerous additional standards complementing the 
list below, but these are the most notable and publicly known steps of Wi-Fi development.

Wireless technologies for industrial communication

Friendly IEEE standard Year of market Frequency Given top speed 
	name		 	 introduction

Wi-Fi 1 * 802.11b 1999 2,4 GHz 11 Mbit/s

Wi-Fi 2 * 802.11a 2003 5 GHz 54 Mbit/s

Wi-Fi 3 * 802.11g 2003 2,4 GHz 54 Mbit/s

Wi-Fi 4 802.11n 2009 2,4 and 5 GHz 600 Mbit/s

Wi-Fi 5 802.11ac 2014 5 GHz 1300 Mbit/s (1,3 Gbit/s)

Wi-Fi 6 802.11ax 2019 2,4 and 5 GHz 11000 Mbit/s (11 Gbit/s)

Note*: Wi-Fi 1, Wi-Fi 2, Wi-Fi 3 are not branded by Wi-Fi Alliance but have these unofficial assignments

4.2 Wireless LAN Facts

 • Range 200 meters (up to 400-500 meters in free line-of-sight) in the 2.4 GHz band and some 50  
  meters in the 5 GHz band (free line of sight up to 150 meters); however, obstacles and  
  interference could lower the range substantially. Note that longer distances will decrease data- 
  rates so when planning network the number of connected devices and their required capacity  
  has to be considered. In a dense network, access points will probably have to be placed less than  
  50 meters apart.

 • Security models like WEP, WPA, WPA2 and Wi-Fi 6 also introduces WPA3. 
  Note on WPA3: Wi-Fi Alliance has begun to certify products that support WPA3. WPA3 offers  
  protection against offline, password-guessing attacks. This is where an attacker captures data  
  from your Wi-Fi stream, brings it back to a private computer, and guesses passwords over and  
  over again until they find a match. It also come with a privacy feature called forward secrecy that  
  prevent attackers from reading older data using latest attacks as explained by the Alliance. Many  
  companies  such as Cisco, Qualcomm, and others have already started working on hardware and  
  chips that support 802.11ax (Wi-Fi 6) and WPA3.

 • High availability in consumer products.
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4.3 What is new with Wi-Fi 6 and why do we need it?

This infographic shows the evolution of Wi-Fi standards from 1999 to 2019 and the improvements in 
performance, throughput, and network efficiency available with Wi-Fi 6 (802.11ax).

Wireless technologies for industrial communication

Figure 1 The Evolution of Wi-Fi 6 (802.11ax) Infographic by Intel.

4.3.1 Faster Wi-Fi

As usual, the latest Wi-Fi standard offers faster data transfer speeds. If you are using a Wi-Fi 
router with a single device, maximum potential speeds should be up to 40% higher with Wi-Fi 6 
compared to Wi-Fi 5.

Wi-Fi 6 accomplishes this through more efficient data encoding, resulting in higher throughput. 
Simply, more data is packed into the same radio waves. The chips that encode and decode 
these signals keep getting more powerful and can handle the extra work.

This new standard even increases speeds on 2.4 GHz networks. While the industry has shifted 
to 5 GHz Wi-Fi for less interference, 2.4 GHz is still better at penetrating solid objects. Please 
see Section 8 for more information on this topic.
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4.3.2	Longer	Battery	Life

A new “target wake time” (TWT) feature means your smartphone, laptop, and other Wi-Fi-
enabled devices should have a longer battery life, too.

When the access point is talking to a device (like your smartphone), it can tell the device 
exactly when to put its Wi-Fi radio to sleep and exactly when to wake it up to receive the next 
transmission. This will conserve power, as it means the Wi-Fi radio can spend more time in 
sleep mode. And that means a longer battery life.

This will also help with low power, “Internet of Things” devices that connect via Wi-Fi.

4.3.3	Better	Performance	in	Crowded	Areas

Wi-Fi tends to get bogged down when you’re in a crowded place with a lot of Wi-Fi enabled 
devices. Picture a busy stadium, airport, hotel, shopping mall, or even a crowded office with 
everyone connected to Wi-Fi. You’re probably going to have slow Wi-Fi.

The new Wi-Fi 6, incorporates many new technologies to help with this. Intel trumpets that Wi-
Fi 6 will improve each user’s average speed by “at least four times” in congested areas with a lot 
of connected devices.

This would not just apply to busy public places. It could apply to you at home if you have a lot of 
devices connected to Wi-Fi, or if you live in a dense apartment complex.

4.3.4	How	Wi-Fi	6	Battles	Congestion

You don’t really need to know the  
details. A Wi-Fi 6 access point with a  
Wi-Fi 6 device will work better. But  
here’s what’s going on beneath the  
surface:

Wi-Fi 6 can now divide a wireless  
channel into many subchannels.  
Each of these subchannels can carry  
data intended for a different device.  
This is achieved through something  
called Orthogonal Frequency Division  
Multiple Access, or OFDMA. Simply  
put the Wi-Fi access point can talk  
to more devices at once.

                                                                     Figure 2 The Wi-Fi Performance Envelope, source: Liang Jin, Spirent

Wireless technologies for industrial communication
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4.3.4	How	Wi-Fi	6	Battles	Congestion	(continued)

The new standard also has improved MIMO—Multiple In/Multiple Out. This involves multiple 
antennas, which let the access point talk to multiple devices at once. With Wi-Fi 5, the access point 
could send to multiple devices at the same time, but those devices couldn’t respond at the same 
time. Wi-Fi 6 has an improved version of multi-user or MU-MIMO that lets devices respond to the 
wireless access point at the same time.

Wireless technologies for industrial communication

With MU-MIMO one can add new 
client devices to the network without 
reducing the data rates for the 
existing clients

Wireless access points near each 
other may be transmitting on the 
same channel. In this case, the 
radio listens and waits for a clear 
signal before replying. With Wi-Fi 
6, wireless access points near each 
other can be configured to have 
different Basic Service Set (BSS) 
“colors.” 

This “color” is just a number between 0 and 7. If a device is checking whether the channel is 
all clear and listens in, it may notice a transmission with a weak signal and a different “color.” 
It can then ignore this signal and transmit anyway without waiting, so this will improve 
performance in congested areas, and is also called “spatial frequency re-use.”

These are just some of the most interesting things, but the new WI-Fi standard also includes 
many smaller improvements. Wi-Fi 6 will also include improved beamforming, for example.

Figure 3 Multiple clients use same time- frequency resources 
simultaneously
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	 4.3.5	The	difference	between	2.4	GHz	and	5	GHz	Wireless	LAN

 As the use of wireless technologies is increasing in the 2.4 GHz band, interference problems can  
 occur. To make sure that the wireless solution is robust, companies can use the 2.4 GHz band  
 for office and IT communication and then use the 5 GHz band for the manufacturing and M2M  
 communication. However, the 5 GHz band is being used more commonly within office and consumer  
 electronics as well.

 • The 2.4 GHz ISM band provides 13 overlapping channels spread equally over the frequencies  
  plus a 14th channel used in Japan with the center frequency 2.484 GHz. This leaves available only  
  three non-overlapping channels in the 2.4 GHz band; channels 1, 6 and 11.

 • The 5 GHz ISM band is divided into sub-bands called U-NII bands (Unlicensed National  
  Information Infrastructure) and are usually named U-NII-1, U-NII-2, U-NII-2e, and U-NII-3 where  
  U-NII-3 is not freely available worldwide. In total, this gives 23 non-overlapping channels where  
  four of these have limitations based on location.

 4.3.6 Wi-Fi HaLow (802.11ah)

 Also known as Wi-Fi HaLow, 802.11ah defines operation of license-exempt networks in frequency  
 bands below 1 GHz (typically the 900 MHz band), excluding the TV White Space bands. In the U.S.,  
 this includes 908-928 MHz, with varying frequencies in other countries. The purpose of 802.11ah  
 is to create extended-range Wi-Fi networks that go beyond typical networks in the 2.4 GHz and 5  
 GHz space (remember, lower frequency means longer range), with data speeds up to 347 Mbps. In  
 addition, the standard aims to have lower energy consumption, useful for Internet of Things  
 devices to communicate across long ranges without using a lot of energy. But it also could compete  
 with Bluetooth technologies in the home due to its lower energy needs. The protocol was approved  
 in September 2016 and published in May 2017. However, at the time of writing (August 2020) this  
 has still not gained much impact on the market.

5 IEEE 802.15.4 (ZigBee, WirelessHART, ISA SP-100)

IEEE 802.15.4 is used in several standards as well as proprietary wireless protocols. ZigBee, 
WirelessHART and ISA SP-100 are all used in industrial applications and all are based on IEEE 802.15.4. 
The 802.15.4 technologies are mostly used for process and building automation applications and the 
low power features make it well suited for battery operated devices. The technology also offers mesh 
network functionality that makes it possible to cover wide areas when there are no requirements on 
low latency.

Wireless technologies for industrial communication
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6 IO-Link Wireless

IO-Link Wireless was presented in 2018 and is still a fairly new standard. It uses the same radio scheme 
as used by Bluetooth Low Energy. This means it uses the robust and reliable mechanism Adaptive 
Frequency Hopping (AFH) in the 2.4 GHz band with blacklisting and continuous evaluation of monitored 
channels.

IO-Link Wireless is an extension of wired IO-Link on the physical level. An IO-Link Wireless Master 
behaves like a Master to the wireless system. 

Just like the wired version of IO-Link the purpose of IO-Link Wireless is to transmit sensor or actuator 
data on the lowest level (closest to the shop floor) in the industrial automation.

7 Safety protocols over wireless links

Ethernet based protocols for Functional Safety such as CIP Safety (EtherNet/IP), PROFIsafe (PROFINET), 
openSAFETY (POWERLINK, Modbus-TCP) and others are all candidates to be sent over wireless links. 
The wireless link will tunnel the protocol from one wired end to another, thus being part of the Black 
Channel principle used in these protocols. 

How can wireless be used for safety?  

Well, it is different. A designer must be fully aware of the different time response issues. The system 
must be configured to fail-safe upon loss of the wireless signal.  The system timeout must be long 
enough to deal with the characteristics of the radio media. But it is safe.  

“But what about security? I do not want some hacker to stand near our fence and trip the plant.” 

Well, the ingenuity of the determined hacker cannot be completely ignored. But it would be hard to 
stand outside a plant fence and initiate a trip. The spread spectrum signals (used in e.g. Bluetooth) 
combined with encryption will stop the amateurs and most of the professionals.  Of course, that 
applies to all wireless, not just functional safety.

There are nice advantages of using wireless in functional safety applications if the response parameters 
meet the application.

Wireless technologies for industrial communication



0114

WHITE PAPERHMS Industrial Networks

All rights reserved.

To conclude; the doubts concerning the use of wireless communication in industrial automation are 
unfounded, particularly with respect to functional safety. Technically speaking, wireless communication 
has no influence on the safety of a machine or system. A certain skepticism regarding the long-term 
reliability of wireless communication and the associated availability of the machine is completely 
understandable. However, numerous industrial wireless applications have been running without any 
problems for many years now and are proof that wireless communication is able to function with 
optimum availability over the long term. All that is required is a suitable wireless solution for the 
application and appropriate planning and installation.

8 Wireless Coexistence

As more than one wireless technology is often used in parallel, there could potentially be disturbances 
resulting in higher latency or even data losses. These potential side effects cannot be accepted in 
mission-critical industrial and medical applications. Therefore, it is important to optimize coexistence of 
various wireless technologies in order to get a disturbance-free operation.

All of today’s most used wireless technologies operate in the 2.4 GHz band and they address potential 
disturbances in different ways:

 • Wireless LAN / Wi-Fi, has three non-overlapping channels (1, 6 and 11) with a bandwidth of 22  
  MHz and is using Direct-Sequence Spread Spectrum (DSSS). DSSS makes sure that the transmitted  
  signal takes up more bandwidth than the information signal that is being modulated and thereby  
  the wireless communication link becomes less vulnerable to disturbances. This is applicable for  
  802.11b, but not applicable for 802.11a/g/n/ac which uses OFDM, with 20MHz wide channels.

 • Classic Bluetooth technology has 79 channels with a bandwidth of 1 MHz and combines this  
  with Adaptive Frequency Hopping (AFH) in order to avoid interferences. AFH monitors the bit- 
  rate and when disturbances (such as when another wireless technology occupies the link) are  
  found, Bluetooth technology stops using the channels that are occupied. The channel is  
  monitored in the background and as soon as the occupied channel is free, it can be used again.

 • Bluetooth Low Energy technology also uses AFH; but Bluetooth Low Energy technology only  
  uses 40 channels, which are 2 MHz wide.

Wireless technologies for industrial communication
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8.1	 Coexistence	in	the	2.4GHz	band	

    Figure 4 Bluetooth Low Energy, Bluetooth classic, ZigBee and Wi-Fi (IEEE 802.11) work in the same 2.4 GHz  
    frequency spectrum.

As you can see in the illustration above, the 2.4 GHz frequency band is very crowded. Besides Wi-Fi, 
Bluetooth, IEEE 802.15.4/ ZigBee/Wireless HART, several proprietary technologies operate in the 2.4 
GHz band. 

Another interesting fact is that microwave ovens operate in the same frequency spectrum with energy 
and power vastly exceeding the maximum limits used by the radio standards mentioned above. Of 
course, a microwave oven is supposed to be sealed off like a Faraday cage, but unavoidable leakage will 
occur and thus disturb radio traffic using the same spectrum. A microwave oven heats food by passing 
microwave radiation through it. Consumer microwave ovens work around a nominal frequency of  
2.45 GHz. Luckily microwave ovens are not operational all the time. But when active it is possible to 
see disruptions to Wi-Fi. Other devices using the 2.4GHz band includes RF plasma generators, Rubber 
vulcanization, RF excited ultraviolet curing and other industrial applications.

Wireless technologies for industrial communication
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8.2	Different	ways	to	avoid	disturbance:

	 8.2.1	Implement	5	GHz	Wi-Fi

 The Wi-Fi IEEE 802.11b & g protocols utilize the 2.4 GHz frequency band and the IEEE 802.11a   
 & ac protocols utilize the 5 GHz frequency band. IEEE 802.11n & ax protocols can operate in either  
 frequency band. In order to get disturbance-free Wi-Fi communication links, it is thus possible to  
 use the 5 GHz band instead of the 2.4 GHz band. However, even though the 5 GHz band is increasing  
 in popularity in industrial and medical applications, there is a large installed base of IEEE 802.11b &  
 g networks that require a good coexistence solution.

	 8.2.2	Hardware	Solutions

 In order to secure disturbance-free communication for Wi-Fi in the 2.4 GHz band, it is possible to  
 use special antenna solutions (like leakage cables); however, these solutions are typically expensive  
 installations.

 8.2.3 Frequency Planning

 It is also possible in advance to choose channels that are not to be used (frequency planning) in  
 order to avoid interference with other wireless systems used in the same environment.

 For instance, in cases where Wi-Fi and IEEE 802.15.4 are used in parallel, coexistence can be  
 implemented by making room for some IEEE 802.15.4 channels in-between the three Wi-Fi  
 channels. By doing so, it is possible for Wi-Fi and IEEE 802.15.4 to work reliably in parallel. When  
 using Bluetooth, the same feature is possible by using channel blacklisting.

	 8.2.4	Adaptive	Frequency	Hopping	(AFH)

 Both Classic Bluetooth and Bluetooth Low Energy as well as IO-Link Wireless apply the Adaptive  
 Frequency Hopping (AFH) feature which detects potential channel interference; for instance, a  
 Wi-Fi 802.11 b, g or n device transmitting in close proximity. If such interference is found the  
 channel is automatically blacklisted. In order to handle temporary interference, an implemented  
 scheme re-tries the blacklisted channels and if the interference has ceased the channel can be used.  
 AFH also prevents Bluetooth from interfering with other nearby wireless technologies.
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9 Conclusion: Which technology should you choose?

As we have seen, there is no one-for-all technology for industrial wireless communication. On a 
general note, we can say that if high data throughput is most important – choose Wi-Fi. If connection 
robustness/stability or cost efficiency is most important – choose Bluetooth. However, there are a lot of 
gray zones here and sometimes, you want a bit of both.

	 9.1	Choose	a	solution	that	supports	many	wireless	technologies	

 Since your requirements may change as your networking infrastructure changes, it is wise to choose  
 a wireless solution which can support the different technologies on the market. This way you can  
 easily update your wireless infrastructure as your prerequisites change. The Anybus Wireless Bridge,  
 Anybus Wireless Bolt and Ixxat CANblue II from HMS Networks are examples of solutions  
 supporting the different wireless technologies on the market.

 Read more on www.anybus.com/wireless 
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